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Abstract—The evolution of cyber–physical system (CPS)
benefits from substantial supports of many cutting-edge
technologies. However, as a significant medium to bridge
virtual and reality parts, the dependability of various net-
work components is facing unprecedented challenges and
threats. In this article, we propose a smart collaborative
balancing (SCB) scheme to dynamically adjust the orches-
tration of network functions and efficiently optimize the
workflow patterns. First, mathematical models of band-
width allocation for multiuser with appropriate probability
distribution are established. Matrix operations are utilized
to solve the relevant issues based on individual congestion
windows. Invasion defense mechanisms are also provided
and discussed. Second, specific procedures of collabora-
tion among different network components are presented.
The capabilities of CPS, in terms of bandwidth allocation
and invasion defense, are guaranteed via novel queueing
policies and access control mechanisms. Third, we build a
comprehensive prototype including multiple domains and
users for validations. Experimental results in two scenarios
illustrate that SCB not only supports service reliability of
end hosts with different priorities, but also resists mali-
cious attacks which are targeting the corresponding termi-
nals inside domains. Compared to the benchmarks in soft-
ware defined networks and traditional Internet, our scheme
performs better in both available resource management and
abnormal flow recognition aspects.

Index Terms—Cyber–physical systems (CPSs), depend-
able network components (DNCs), smart collaborative bal-
ancing (SCB), software defined networks (SDNs).
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I. INTRODUCTION

CYBER–PHYSICAL systems (CPSs) have been widely
investigated by academia, industry, and military in its

early stage [1]. On the one hand, the complex connotation
of CPS can be understood through several “triple elements”
[2]. For instance, computation, communication, and control are
regarded as important technologies to realize safety, security,
and sustainability [3]. Real-time perception, data service, and
dynamic control are significant characteristics [4]. The main tar-
get is to establish a closer relationship between analog physics,
digital information, and ordinary people [5]. On the other hand,
the comprehensive extension of CPS can be observed as the
distinctive development routes in different countries [6]. For
example, the “industrial Internet” launched by the United States
is based on the advantages of cyber field. It enables the physical
system to achieve a new leap with the help of powerful net-
work functions, maintains the outstanding position in fictitious
economy, and plays more important role within industrial ac-
tivities. Germany’s “Industry 4.0” focuses on taking benefits in
physical field, enhancing the capacity of smart manufacturing,
maintaining the leading position in real economy, and increasing
the portion inside industrial chains. Both complex connotation
and comprehensive extension of CPS require high-performance
supports from smart networking technologies [7].

Dependable network components (DNCs) are supposed to
be execution units for guaranteeing relevant functions of CPS
in a reliable network environment [8]. Based on existing de-
ployment patterns, they can be divided into the following two
parts: 1) Entity components (computing servers, communication
devices, transmission links, etc.) provide stable and scalable
infrastructure from the physical perspective [9]. The centralized,
distributed, and hybrid connection modes have been utilized
in Internet of Things, Internet of Vehicle, and other emerging
paradigms. 2) Virtual components (virtual machine, function vir-
tualization, service function chain, etc.) are flexible and resilient
from cyber perspective [10]. During the task decomposition
process, more service provision and acquisition patterns are con-
venient when virtual components are successfully established.
Through the software defined principle, entity components and
virtual components can undertake mutual duties collaboratively
with the guidance of controllers [11].
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The motivation of this article stems from our industrial ap-
plications and practices. When massive users access CPS in
large-scale mode, it is challenging to ensure the available band-
width of each high priority user under limited network resources.
Even the allocation policy has been established and accepted by
end hosts, simple cyberattacks launched by interdomain hackers
may trigger enormous loss in physical infrastructures. Similar
incidents have been broadly witnessed in energy, transportation,
and other fields, which brings potential security issues for CPS
deployments. Therefore, the service reliability and defense capa-
bility are challenging in dependable scenarios for current CPS.
However, most existing research works only focus on one aspect
since it is difficult to achieve the tradeoff between performance
and security.

Different with previous work, we insist that the abovemen-
tioned two CPS problems can be investigated and handled
simultaneously. A smart collaborative balancing (SCB) scheme
is proposed to dynamically adjust the orchestration of network
functions and guarantee the service reliability. It is suitable for
network quality of service (QoS) enhancement and malicious
invasion resistance. Novel mathematical models are designed to
smartly change the queuing rules inside nodes. Actions among
access routers (AR) and switch routers (SR) are created to
collaboratively exchange the control and data flows. In packet
forwarding procedures, DNCs are established by reasonably
balancing various resources of multiple equipment. To the best
of authors’ knowledge, it is the first SCB scheme for DNCs
in CPS scenarios. The main contributions of this article are as
follows.

1) Mathematical models for service reliability improve-
ment and defense capability enhancement were proposed
based on the probability and differential equation theory.
To avoid unnecessary calculation workload, an alterna-
tive solution was provided without losing accuracy and
generality.

2) Implementation procedures of our scheme, including hi-
erarchical division, encapsulation approaches, interaction
details, were given from appropriate perspectives. The
characteristics of massive users and network capacity
were considered comprehensively.

3) A prototype system was established on top of multiple
entity components. Complex virtual components were
created to build experiment scenarios. Compared to exist-
ing candidate schemes, validation results illustrated that
SCB is able to achieve better performance in most cases.

The rest of this article is organized as follows. In Section
II, the methodology and consideration focusing on bandwidth
allocation and invasion defense are proposed. In Section III, the
implementation details of SCB scheme in CPS is presented. In
Section IV, validation and discussion are conducted. In Section
V, the related work are described and analyzed. Finally, Section
VI concludes this article.

II. METHODOLOGY AND CONSIDERATION

There are several function modules in SCB design, which are
generated by mathematical theories and security considerations.
For bandwidth allocation, throughput formulas for whole group

and individual user are proposed, respectively. Due to the dif-
ficulty in calculating a specific parameter probability, a subtle
method is utilized to separate the model into two parts. The sub-
sequent merging process does not lost the accuracy and gener-
ality. For invasion defense, multidimensional improvements are
provided via different point of views. Specifically, network space
isolation, user identifier uniqueness, bidirectional information
control, and multiple protection approaches are discussed to
ensure the security requirements of CPS environment.

A. Bandwidth Allocation

Suppose there are n users inside a CPS. All of them are
attempting to send packets via network components. Then, the
congestion window of whole group is

W = (w1, w2, . . . , wn) (1)

where wi is the window size of the ith user in this group.
Each connection has an independent congestion mechanism, and
congestion window update will follow{

w(t+ RTT)← w(t) + w(t) SS

w(t+ RTT)← w(t) + α, α > 0 CA
(2)

{
w(t+ δt)← (1− β)w(t), 0 < β < 1 TD

w(t+ δt)← 1 TO
. (3)

RTT is the “round trip time” between packets sending and
acknowledgements (ACKs) receiving. α and β are additive
increase and multiplicative decrease parameters. We utilize ab-
breviations “SS,” “CA,” “TD,” and “TO” to express the “slow
start,” “congestion avoidance,” “triple duplicated ACKs,” and
“time out.” In each connection, the time intervals of TD and
TO events obey the exponential distribution, which means the
occurrence of {NTDi(t)} and {NTOi(t)} obeys the Poisson dis-
tribution. Then, the arrival rates are expressed as λTDi and λTOi,
respectively. We are able to obtain the group window variation
equation

dW (t) = (I − I(W (t))αRTT−1dt

+ I(W (t))W (t)RTT−1dt

+ (−1)βW (t)dNTD(t)

+ (I −W (t))dNTO(t). (4)

In (4), all parameters are presented according to their matrix
forms. For instance, α and β should be understood as

α = diag[α1, α2, . . . , αn]

β = diag[β1, β2, . . . , βn] (5)

where αi and βi are increasing and decreasing parameters of a
congestion window in the ith connection. Different connections
provide supports for various services or applications. The values
of αi and βi should be confirmed before the handshakes. Under
standard conditions, αi = 1, βi = 1/2. The I(W (t)) and its
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elements Ii(wi(t)) can be represented as

I(W (t)) =

⎛
⎜⎜⎜⎜⎜⎜⎝

I1(w1(t))

I2(w2(t))

. . .

In(wn(t))

⎞
⎟⎟⎟⎟⎟⎟⎠

(6)

Ii(wi(t)) =

{
1 wi(t) ≤ Ti

0 wi(t) > Ti

. (7)

Ti is the threshold of SS and CA stages. When the congestion
window is less than or equal to Ti, the value growth follows
an exponential pattern. Otherwise, the value growth will be in
linear tendency.

In abovementioned group window variation equation, the
dynamic changes of a congestion window wi(t) will be

dwi(t) = (1− Ii(wi(t)))αiRTT−1
i dt

+ Ii(wi(t))wi(t)RTT−1
i dt

+ (−1)βiwi(t)dNTDi(t)

+ (1− wi(t))dNTOi(t). (8)

We can calculate the mathematical expectation of (8)

E[dwi(t)] = (1− E[Ii(wi(t))])αiRTT−1
i dt

+ E[Ii(wi(t))wi(t)]RTT−1
i dt

+ (−1)βiE[wi(t)dNTDi(t)]

+ E[(1− wi(t))dNTOi(t)]. (9)

According to classical hypothesis, the distributions of {wi(t)}
and {NTDi}, {wi(t)} and {NTOi}, {wi(t)} and {Ii(wi(t))} are
independent to each other. Therefore, (9) can be transformed to

dE[wi(t)] = αiRTT−1
i (1− P (wi(t) ≤ Ti))dt

+ RTT−1
i P (wi(t) ≤ Ti)E[wi(t)]dt

− βiλTDiE[wi(t)]dt

+ (1− E[wi(t)])λTOidt. (10)

The expectation of wi(t) can be expressed as

E[wi(t)] =
αiRTT−1

i (1− P (wi(t) ≤ Ti)) + λTOi

βiλTDi + λTOi − RTT−1
i P (wi(t) ≤ Ti)

+ C0e
−(βiλTD i+λTOi−RTT−1

i P (wi(t)≤Ti))t. (11)

For proof details, please see Appendix A. In the steady state, we
have

E[wi] =
αiRTT−1

i (1− P (wi(t) ≤ Ti)) + λTOi

βiλTDi + λTOi − RTT−1
i P (wi(t) ≤ Ti)

. (12)

Until now, the available bandwidth of the ith connection is

Bwi
=

1
RTTi

αiRTT−1
i (1− P (wi(t) ≤ Ti)) + λTOi

βiλTDi + λTOi − RTT−1
i P (wi(t) ≤ Ti)

. (13)

The available bandwidth for whole group should be

Bw =

n∑
i=1

1
RTTi

αiRTT−1
i (1− P (wi(t) ≤ Ti)) + λTOi

βiλTDi + λTOi − RTT−1
i P (wi(t) ≤ Ti)

.

(14)
Since it is difficult to calculate the value of P (wi(t) ≤ Ti),
the result of (14) cannot be obtained directly. Therefore, we
consider to separate such complicated expressions into two parts
according to changing pattern of window size.

For (8), when the growth of window wi is just in the slow start
stage, this formula can be rewritten to

dwi(t) = wi(t)RTT−1
i dt+ (−1)βiwi(t)dNTDi(t)

+ (1− wi(t))dNTOi(t) (15)

and the corresponding expectation will be

E[wi(t)] =
λTOi

βiλTDi + λTOi − RTT−1
i

+ C1e
−(βiλTDi+λTOi−RTT−1

i )t. (16)

In the steady state, we have

E[wi] =
λTOi

βiλTDi + λTOi − RTT−1
i

. (17)

The available bandwidth of the ith connection is

Bwi
=

λTOiRTT−1
i

βiλTDi + λTOi − RTT−1
i

. (18)

For (8), if window wi growth is in the congestion avoidance
stage, this formula can be expressed as

dwj(t) = αjRTT−1
j dt+ (−1)βjwj(t)dNTDj(t)

+ (1− wj(t))dNTOj(t). (19)

Then, the corresponding expectation will be

E[wj(t)] =
αjRTT−1

j + λTOj

βjλTDj + λTOj
+ C2e

−(βjλTDj+λTOj)t. (20)

When the system is in steady state, it will be

E[wj ] =
αjRTTj

−1 + λTOj

βjλTDj + λTOj
. (21)

Therefore, the available bandwidth of the jth connection is

Bwj
=

1
RTTj

αjRTTj + λTOj

βjλTDj + λTOj
. (22)

If k users are in the slow start stage and n− k users are in the
congestion avoidance stage, the obtained bandwidth of whole
group should be

Bw =

k∑
i=1

λTOiRTT−1
i

βiλTDi + λTOi − RTT−1
i

+
n∑

j=k+1

1
RTTj

αjRTT−1
j + λTOj

βjλTDj + λTOj
. (23)
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B. Invasion Defense

To achieve the reliable transmission of control signaling and
service data in CPS applications, a stable system architecture is
essential to prevent malicious attacks. We consider the invasion
defense required by the CPS from following aspects.

1) Network Space Isolation: Due to the binding limitations
of traditional Internet, there is no clear boundary between edge
and core networks in CPS, which may trigger potential security
issues. In particular, a vulnerable core network is powerless to
support the reliability of upstream and downstream information.
Therefore, the network space isolation enables the resistance of
abnormal access and ensures dependable data transmission.

2) User Identifier Uniqueness: The IP addresses of public
networks can be utilized to locate or trace a specific entity.
With the increasing of access devices in CPS, more and more
drawbacks, such as accurate positioning and differentiated ser-
vice, have been widely discussed. Therefore, the unique user
identifier is requisite to distinguish illegal requests, guarantee
the correctness of identifier mapping procedures, and provide
flexible state supervision.

3) Bidirectional Information Control: The existing one-way
CPS data control technologies mainly focus on device authen-
tications at the source side. It is not easy to detect the legality
of equipment at the destination side, simultaneously. Therefore,
the bidirectional management of packets exchanging is neces-
sary. Specifically, commands announcement, results feedback,
actions monitoring, and information perception can be protected.

4) Multiple Protection Approaches: For the scenario with
massive user access, a single prevention method cannot effec-
tively guarantee network security. Therefore, multiple protection
approaches are necessary for CPS architecture in complex and
changeable network environment. Relevant network challenges,
such as distributed denial of service (DDoS) and address res-
olution protocol flooding, should be addressed from different
perspectives as well.

Based on above analysis and considerations, we propose an
SCB scheme to handle the bandwidth allocation and invasion
defense issues.

III. SCB IN CPS

When massive users are involved, it is significant to optimize
the resource utilization and enhance the network security for
the CPS system. The SCB scheme aims to achieve the efficient
and dependable information transmission in CPS by utilizing
the novel queueing policies and access control mechanisms. In
this section, we will introduce the system structure and main
process of SCB in detail.

A. System Structure

The CPS is an extremely complex system that includes many
heterogeneous elements and flexible scenarios. As shown in
Fig. 1, the structure of our system is divided into the following
three layers: physical layer, network layer, and application layer.
From down to top, they are able to interact with each other for
request collections and reply generations.

Fig. 1. System structure of SCB.

The physical layer is the foundation of SCB scheme and the
bridge between the physical things and the virtual information.
It is an important part which directly perceives the circumstance,
interacts with the surroundings, and changes the corresponding
components. Various CPS units are geographically distributed in
a specific area. The member of CPS units may be a single node,
such as a smart phone, tablet personal computer, notebook. In
addition, The member of CPS units can be a set of nodes, such
as robotic arms with supervisory cameras, large electromotor
with electric generators. The communications among multiple
CPS units are enabled based on SCB gateways. For instance,
sensing devices with different hardware structure can exchange
data through high-level interpreters.

The network layer is composed of multiple network
components, such as SR, AR, packet filter, priority selection,
intrusion detection, and virtual firewall. They are the kernel of
SCB scheme. In this layer, we focus on the efficient and reliable
issues related with node access processes. In the edge network,
a terminal has a globally unique access identifier (AID),
which contains a specific user level (UL). In the core network, a
corresponding routing identifier (RID) is assigned automatically,
which is responsible for routing and forwarding. An AR is in
charge of providing security protections by storing legitimate
users’ information and sending UL together with original data
to a neighbor SR. The relevant mapping between AID and
RID is designed and implemented. The secure isolation for the
edge network and core network has been achieved. Meanwhile,
SR is also responsible for judging the priority of multiple
users and determining the transmission order of data packets
buffered inside a queue. Both the QoS guarantee and security
improvement can be witnessed in SCB scheme. The interfaces of
external network resources are available for further extensions.

The application layer is an integrated platform for users,
which encapsulates the detailed information of network layer
and physical layer into abstracted service modules. Resource
management, condition monitoring, decision confirmation, and
other functionalities are investigated and developed. They allow
administrators and customers to execute operations directly
without considering the details in underlying layers. This layer
not only initiates necessary procedures of SCB scheme, but also
presents the performance of results.
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Fig. 2. Main interaction processes of SCB.

B. Main Procedures

To create an efficient environment, packets buffered inside
a transmission queue are smartly scheduled based on dynamic
network priorities. To ensure the dependable ability, multidi-
mensional authentication is collaboratively powered by setting
identifier mapping mechanism. Both the edge network and core
network are covered in SCB scheme. Actions in three phases
are illustrated in Fig. 2. Blocks with different stripes represent
multiple network components. The corresponding AID or RID
are marked inside brackets. In horizontal direction, a symmet-
rical structure is organized to simplify the descriptions. Some
intermediate equipment are omitted due to the space limitations.
The packet format, in terms of header and payload, of each
packet is illustrated at the receiver side.

1) In equipment initialization phase, all network compo-
nents have finished the necessary registration, authentication,
and other process. Warnings must be generated if failure is
encountered. Then, each CPS unit has a unique legitimate
identifier, such as AID1 and AID2, to access the network. The
corresponding AR should store the registration items. The SCB
controller distributes a series of initial static forwarding entries
for each network component based on topological positions,
link status, channel quality, and other information. Forwarding
table configurations are delivered from SCB controller (RIDsc)
to relevant SRs (RID1, RID2, . . ., RIDn).

2) In low-priority forwarding phase, the regular transmission
is default. The CPS unit 1 uploads collected data chunks inside
physical world to the cyber world based on a multidimensional
attribute authentication protocol. Identity judgment must be
executed at the AR 1 by a quick comparison. Illegal user will be
rejected and recorded immediately. Otherwise, UL = 0 should
be sent to SR 1 to notify that the priority has been disabled.
Then, the mapping table is checked to find the RID information
associated with the target AID. After the AID to RID mapping,
the packets can be forwarded from SR 1 to SR n via preestablish
path. The value of UL should be kept inside the packet during
the whole forwarding process. It is important to provision the
available bandwidth to all existing users evenly if the values of
UL are identical. The RID to AID mapping must be done before
the data chunk arrives at the destination.

3) In high-priority forwarding phase, the optimized trans-
mission is enabled. Assuming the data chunk response has

Fig. 3. Network topology of prototype system.

been successfully generated by CPS unit n. Since the mapping
results of RID1 and RIDn have been cached in advance, there
is no need to trigger the repetitive actions. By sending a path
request to the SCB controller, a new transmission workload will
be automatically calculated according to the UL information
and the state of current network. The corresponding forwarding
policies are distributed to intermediate SRs to establish a proper
connection. Received routing items are stored inside local list to
determine the forwarding directions. Packets with larger UL will
be inserted in front of the lower priority queue. The RID pair is
encapsulated together with the data chuck by SR n to provide an
index for subsequent SRs. The decapsulation procedures must
be achieved when the data chunk arrives at the SR 1. Similar
with previous operations, the source and destination AIDs are
recovered to replace the RIDs. Finally, the packet is correctly
received by the CPS unit 1.

IV. VALIDATION AND DISCUSSION

To comprehensively evaluate the performance of the SCB
scheme, we built a prototype system by combining virtual and
physical entities. The network components are divided into
multiple physical domains. Through the bandwidth monitoring
and attack tools, we validated the superiority of our scheme,
in terms of bandwidth allocation and invasion defense. The
software defined network (SDN) and traditional network (TN)
benchmarks are selected as candidates to highlight the advan-
tages of SCB.

A. Topology and Settings

The network topology of the prototype system is shown in
Fig. 3. The edge and core areas are isolated by multiple SRs.
The EMC servers and virtual software platform are applied to the
system environment. The SCB controller successfully deploys
the reliable bandwidth scheduling module. AR maintains access
control policies and loads the list of legitimate user databases.
SR is in charge of the identification mapping mechanism, control
agent functions, and queue update entries. Three legitimate CPS
access devices and one illegal attack machine are deployed
in each domain. Attack tools are installed in illegal hosts to
implement DDoS flows. For bandwidth allocation, the prototype
system uses different ULs to concurrently access the network
and establish TCP communication with the service platform
for individual throughput evaluations. It utilizes the bandwidth
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Fig. 4. Validation of bandwidth allocation and invasion defense. (a) CPS with SCB for multiple user priority. (b) CPS with SDN for multiple user
priority. (c) CPS with TN for multiple user priority. (d) Average bandwidth for three schemes. (e) Influence of processing capacity. (f) Statistics of
successful attacks.

monitoring tool to record the results at the access node. For
invasion defense, attackers in different areas are able to initiate
a large number of TCP SYN connections to the same target
host, simultaneously. By supervising the central processing unit
(CPU) usage of the target host and the number of attack packets,
the defense capability is verified.

We have completed the registration, authentication, and other
necessary procedures for each legitimate host in advance. The
range of user level is from 1 to 3. The bandwidth limitation of
network is set to 70 MB/s and the maximum transmission unit
(MTU) is 1500 Bytes. The service ports of applications inside
legitimate terminals are 12 345, 12 346, and 12 347, respectively.
In the attack scenario, the packet sending interval of attack hosts
is set to 5 us. Each experiment has been repeated multiple times
and the total duration is more than 24 hours. The number of
collected data items is larger than 220 000.

To emphasize the utilization and protection performance of
the SCB scheme, we mainly analyzed and compared the char-
acteristics of the SCB, SDN, and TN schemes in terms of
bandwidth allocation and invasion defense.

B. Bandwidth Allocation

In Fig. 4, the bandwidth allocation of three CPS device units
in the SCB scheme has been provided. The blue curve shows
the situation of the high-level unit (UL = 3). The black and
red curves present the fluctuations of the medium-level unit
(UL = 2) and the low-level unit (UL = 1), respectively. Each
test lasts for more than 60 s and the sampling interval is 0.1 s.
Before t = 30 s, the available bandwidth of the high-level unit
is steadily maintained at the best position. It is clear that the
medium-level and low-level units have obtained corresponding

bandwidth portions. The controller performs manipulation in
queue transmission and schedules forwarding rules dynamically.
Therefore, the specific bandwidth is allocated according to
different user levels successfully. To emphasize the impact of
alternations, we exchange the UL values of Unit 1 and Unit 3
at 30 s without interrupting the packet transmissions. Although
the fluctuations are still obvious, mean values of the top and
bottom parts are swapped right after user level changes. In the
last 30 s, the red curve takes more bandwidth ratio, the black
curve is located in the middle, and the blue curve is at the lowest
position in most of the time.

In Fig. 4, the distribution results are given when the SDN
scheme is applied for these units. Due to the limited forwarding
mechanism of the controller, the dynamical demands of ser-
vices cannot be effectively identified. From the macroscopical
perspective, the values of three units show a tendency from dis-
persion to equalization. Especially, at the beginning of the test,
the randomness of entering a buffer lead to serious fluctuation
of bandwidth allocation. As the data packets sent via Unit 1,
Unit 2, and Unit 3 occupy the queue evenly, the corresponding
resources are equally shared. From the microscopic perspective,
the data packets generated by Unit 1 first arrive at the queue and
take up most of bandwidth. Then, such situation sustains for
about 15 s before reaching to the stabilization stage. Compared
with the Unit 1, it consumes more time for Unit 2 and Unit 3
to preempt the transmission resources. Until t= 50 s, a floating
equilibrium point can be obtained by three units, ranging from
10 to 30 MB/s. During the experiment, four pulses within the
red curve illustrate the uncertainty of this scheme, which is not
beneficial for providing differentiated services.

In Fig. 4, the bandwidth utilization of three units is provided
under the traditional network circumstances. Compared to the
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previous case, three curves have demonstrated slower conver-
gence rates. Especially for the red one, the whole stable period
dominates almost half time. During the rest time of testing,
the throughput has been maintained with a reasonable value
20 MB/s. For the Unit 2 and Unit 3, their average bandwidth
approximately equals to 12 MB/s and 10 MB/s, respectively.
At the beginning of this experiment, data packets from both
units still lose the superiority to arrive in the queue earlier than
Unit 1, which compels them to obey lower occupation ratio.
Moreover, there is no obvious changes for the black curve in
the whole process and the value is maintained around 10 MB/s.
On the contrary, the trend of the blue curve keeps approaching
to the red curve. However, the allocation results show that the
red one holds most of bandwidth resources before 35 s. Since
the fluctuation of Unit 1 recedes, the curve gradually smooths
expect for a rebound at t = 48 s. In short, it is powerless for the
traditional network to realize deterministic managements.

In Fig. 4, we compare the overall performance of above
schemes. According to the statistics, the average bandwidth of
SCB scheme (marked with a red curve), is preferable to the other
candidates. The changing range is between 5 and 30 MB/s. The
bandwidth value shows a significant fluctuation in roughly each
20 s interval. The SDN scheme (marked with a black curve)
is inferior to the previous one and slightly outperforms the
TN scheme (marked with a blue curve). It’s minimum value
is around 4 MB/s, while the optimized points approaches to
28 MB/s. Compared with the former two schemes, values of TN
scheme illustrate relatively small variations, from 4 to 26 MB/s.
In the early stage of this experiment, there is no obvious dif-
ference between TN scheme and SDN scheme. After t = 30 s,
the disadvantages, in terms of flexibility, gradually appear. The
average bandwidth values are 26.88, 17.55, and 14.64 MB/s,
respectively. Based on the established strategy, advantages of
the SCB scheme are quite clear.

In addition, it can be obtained that the part of experimental
results fluctuate greatly. This is due to the usage of virtual
machines in validation procedures. Based on this condition, the
link transmission is unstable with serious jitters. Especially for
the virtual network cards, the randomness of data packet for-
warding is apparent. However, experimental results are feasible
to support the proof of our proposed scheme, i.e., optimizing
bandwidth utilization and implementing differentiated services.

C. Invasion Defense

In Fig. 4, the attack tolerance of three schemes in DDoS
scenario has been analyzed. We recorded the specific CPU usage
of the target hosts. The total testing period lasts for one hour
and the attacking duration is set to 40 minutes. To highlight the
invasion impact on CPUs, the start and stop points of attack are
marked, respectively. The malicious machine launches an attack
at 8:40 A.M. and stops it at 9:20 A.M. When the abnormal TCP
SYN connection was established, the CPU consumption of the
SDN (marked with a black curve) and TN (marked with a blue
curve) schemes deteriorated rapidly. The invaded host in TN
scheme perceives the attack data packets before the SDN scheme
and recovers the CPU status at a slower speed. Compared to other
candidates, the TN scheme presents the worst case in terms of

the defense performance, with the value about 510 MHz. The
CPU usage of SDN scheme lies between the other two schemes,
i.e., 400 MHz. For the SCB scheme, the mapping mechanism
and access control module has been deployed to achieve the
network isolation. Therefore, abnormal data packets sent by
illegal machines are blocked outside the core network. The CPU
consumption of SCB scheme (marked with a red curve) is not
changed significantly.

In Fig. 4, we describe the amount of malicious traffic received
by the victim host. Each scheme has been repeated multiple
times and the corresponding confidence intervals are provided.
As the volume of attack flows increases, the curve values in the
SDN scheme and TN scheme show an upward trend. When
the number of DDoS data packets is less than 0.4 million,
the performance of the SDN scheme is slightly better than
that of the TN scheme. With the increase of DDoS flows, the
SDN scheme appears periodic deterioration. Due to the lack of
defense mechanism inside experiment, SDN and TN schemes
fail to effectively resist DDoS data packets. The average attack
success rates of them are 55.26% and 56%, respectively. It can
be concluded that the received amount is positively correlated
with the total number of attack in both schemes. On the contrary,
our proposed scheme is able to prevent attacks from the edge
network. The red curve illustrates that the malicious traffic
has no serious impact on SCB scheme and the average attack
success rate is close to 0%.

It can be seen from the abovementioned results that the SCB
scheme has certain advantages in terms of bandwidth allocation
and invasion defense.

V. RELATED WORK

The existing research work has provided a large number of
solutions for not only the service management, but also security
enhancement in CPS. We classify them into bandwidth alloca-
tion and invasion defense. Typical approaches are analyzed and
compared from multiple points of view.

A. Bandwidth Allocation

To integrate various resources, Wang et al. [12] proposed
a reliable and efficient service composition method. The vari-
ation coefficient is adopted to suppress the fluctuations. The
best optimal components are chosen based on maximizing the
fitness function. Maruf and Azim [13] designed an approach to
handle the mixed-criticality tasks by considering the important
parameter, such as deadlines and execution times. The authors
also proposed a prediction algorithm to offload suitable tasks to
remote cloud. Lyu et al. [14] presented a redundant communi-
cation policy to meet the requirements of state estimation. By
incorporating the ISM channels, the proposed scheme provided
adequate spectrum capacity and ensured the calculation results.
Aksanli and Rosing [15] aim to solve the existing problems in
energy management for residential areas. An accurate model
for estimating the relationship between family members and
power requirements was introduced to efficiently generate sev-
eral profiles. Wang and Song [16] proposed a novel model to
establish resilient controllers for specific units. Try-once-discard
protocol was focused and analyzed to reduce the burden of
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communication. Mo et al. [17] provided a subtle event-driven
solution to improve the accuracy of control and reduce the
consumption of energy. By utilizing two steps, an optimization
problem including actuator schedule and output control was
solved.

B. Invasion Defense

To extend the usage scope of adversary models, Sangaiah
et al. [18] proposed an energy-aware method to achieve con-
fidentiality in smart industrial CPS environment. The authors
provided meaningful testimonials to help the users to reduce
the computation and communication costs in each query pro-
cess. Ma et al. [19] investigated the dissipativity-based resilient
sliding-mode control issue with the considerations of malicious
attacks resistance. The operations in physical layer was analyzed
to identify the upper bound of the sample-data rate. Farivar
et al. [20] focused on a class of n-order nonlinear CPS system
and assumed that attacks only appear in the forward channel.
A hybrid intelligent control mechanism powered by neural
networks was developed to compensate abnormal invasions.
Wang et al. [21] presented a fast CP-ABE scheme for mobile
devices not only to lower the storage and computational costs,
but also to improve the cyber–physical privacy and security
for healthcare information. The correctness of decryption can
be verified according to the adoption of signature schemes.
Sun et al. [22] presented a flexible model based on network
state variations to reduce negative influences of DoS attacks.
The authors emphasized that parameter setting is critical for
condition establishment. Liu et al. [23] claimed that the unified
network paradigm is not suitable for different requirements of
CPS. The advantages of network slicing were identified and
illustrated based on a small-scale testbed. Wang and Li [24]
studied the synchronization control methodology in dependable
scenario. In regular case, an optimal scheme including two
control instances was introduced. In attack case, the difficulty of
analyzing stability was explained to motivate a new replacement
approach.

The existing references have provided some attractive solu-
tions. Unfortunately, they only focus on the service or security
issues from a single CPS aspect without comprehensive consid-
erations. Moreover, the user priority and malicious access are
not fully analyzed based on industrial demands.

VI. CONCLUSION

CPS was successfully utilized in many significant industries.
Service management and security enhancement were two in-
teractive aspects for massive users in CPS. In this article, we
proposed a SCB scheme to strengthen the bandwidth allocation
and invasion defense. By establishing mathematical models of
congestion window variations, we analyzed the throughput influ-
ences of user priority. According to the mechanisms of identity
authentication, the malicious attacks can be recognized and
restrained. The specific system structure and main procedures of
SCB were presented. To validate the feasibility of our scheme,
a comprehensive prototype including multiple domains was es-
tablished based on previous models and mechanisms. Compared
to existing candidates, such as SDN and traditional Internet, the

SCB scheme performed quite well in different experiments and
scenarios.

In the future, we aim to provide on-demand transmission capa-
bilities for CPS units and enable effective connections between
the cyber side and physical side. Other performance metrics and
hacking patterns will be further investigated.

APPENDIX

PROOF OF (11)

To calculate the value of E[wi(t)], let

ζ(t) = (RTT−1
i P (wi(t) ≤ Ti)− βiλTDi − λTOi)

ι(t) = αiRTT−1
i (1− P (wi(t) ≤ Ti)) + λTOi. (24)

Then, we have

dE[wi(t)]

dt
= ζ(t)E[wi(t)] + ι(t). (25)

Leave the ι(t) at the right-hand side to have

dE[wi(t)]

dt
− ζ(t)E[wi(t)] = ι(t). (26)

The E[wi(t)] can be expressed by

E[wi(t)] = e
∫
ζ(t)dt

[∫
ι(t)e−

∫
ζ(t)dtdt+ C0

]

= eζ(t)t
[∫

ι(t)e−ζ(t)tdt+ C0

]

= eζ(t)t
[
− ι(t)

ζ(t)
e−ζ(t)t + C0

]

= − ι(t)

ζ(t)
+ C0e

ζ(t)t. (27)
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